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The Pendlebury Centre
Computer Usage Policy

· You may not tamper with The Pendlebury Centre’s computers, computer systems, networks, facilities, equipment, software, files, documentation, user areas, or information associated with any of them. The Computer Usage Policy regulates the direct and indirect use of resources both in the centre and outside of the centre.

· All potential users may apply to use resources so long as they qualify and comply with the Computer Usage policy. Non-potential users are not permitted access to resources. 

· Unauthorised attempts to gain access to resources or any user area not belonging to you on any of The Pendlebury Centre system’s is not permitted. Assisting others in gaining unauthorised access to such resources or user areas, including your own user area, is not permitted.

· You may not access or copy directories, programs, files, data, or documents which do not belong to you unless you have permission from the user area holder or owner to do so.

· Except with prior explicit written permission from the Head-teacher resources must not be used for commercial purposes or monetary gain.

· You are prohibited from disclosing your password to any individuals. You must safeguard your user area and its contents, and will be responsible for any misuse. You may not search for, access, copy, or use passwords belonging to other people.

· The unauthorised access or use of personal information, contrary to the provisions of the Data Protection Act, is not permitted.

· Intentional damage to computers, computer systems or computer networks, including unauthorised damage or interference to any files is not permitted and may be considered a criminal offence under the Computer Misuse Act 1990.  Two updates to this law were added one in October 2008. The sentence of 6 months has been increased to two years and secondly in 1990 clarifying the position regarding the supply of hacking tools and denial-of-service attacks have now come into force, making them criminal offences. 
· The unauthorised copying of software, contrary to the provisions of the Copyright, Designs & Patents Act 1988, is not permitted. 

· The installing, copying or transmitting of obscene material is not permitted and may be considered a criminal offence under the Obscene Publications Act 1959/1964. 

· Obscene or Inappropriate Content The installation, possession, transmission, or viewing of obscene or offensive materials on school systems is not permitted. Offences also fall under Obscene Publications Act 1959/1964 or related legislation depending on the nature and severity of the content.
· The UK government has recently completed a review on how copyright legislation should evolve in response to new technologies such as Artificial Intelligence (AI) and text and data mining These discussions remain ongoing and have prompted extensive debate between the technology sector and the creative industries. While no final decision has been legislated, staff at The Pendlebury Centre are advised to remain cautious and ensure any use of AI tools or external digital resources complies with existing copyright laws and school policy. Updates will be shared as legal guidance evolves.

· User areas cannot be transferred to or used by other individuals. Sharing user areas is not permitted. You may not use resources to misrepresent yourself as another individual. If you are a victim of such misrepresentation, you must immediately report the incident to the ICT teacher on discovery.

· You must have written permission from the Headteacher to remove or copy any resource owned or licensed by the Pendlebury Centre. You may not copy any software or document unless you are licensed by the software licensor to do so, or unless the software or document is from the public domain library. You may not remove resources from their designated places without permission of the Head-teacher.

· You may not use resources to send, forward, or otherwise disseminate nuisance messages. Nuisance messages include, without limitation, messages sent to a recipient who has previously notified you that messages of a particular type from you will constitute a nuisance.

· You may not use resources in such a way as to create or constitute an unacceptable burden on resources. Nonexclusive examples of such unacceptable burdens include mail bombing, creating telnet or file transfer sessions of excessive number or duration, using excessive network bandwidth, and creating unnecessarily large files.

· You must comply with all applicable ICT technical policies. If you have questions regarding such policies, please contact the ICT teacher.

· You may not use resources in connection with activities prohibited by any applicable Pendlebury Centre policy or by any applicable laws, ordinances, rules, regulations, or orders of any public authority having jurisdiction including, without limitation, those concerning: trademark, copyright (including, but not limited to, copyrights covering text, images, audio, and video), and other intellectual property, unauthorised use of a person's image, civil rights, commerce, computer usage, conspiracy, telecommunications, defamation, forgery, obscenity, and privacy.

· E-mail and other computer files can never be considered fully private, particularly in light of :

(i) The open nature of the Internet and related technology.

(ii) The ease with which files may be accessed, copied, and distributed. You are advised to avoid sending messages by e-mail and storing information in computer files that are of a confidential or extremely personal nature (including, but not limited to credit card or social security numbers).
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